C KaXXAbIM I'OJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTLCA 60JIBHIC, a MIKOJbHUKH
OJHHN H3 CaMbIX aKTHBHBIX I0JIb30BaTEIICH PYHeTa. MC)K,Z[y TEM, IIOMHUMO
OTPOMHOI'O KOJTNMYCCTBA BO3MO}KHOCTGI>’I, HHTCPHCT HCCCT U HpO6HeMI>I. OTa nmamMsTKa
JOJIDKHA IIOMOYb TeOe Oe301acHo HaXO0IUTbBCA B CCTH.

KomnbrorepHbie BUPYChI

KoMmnbroTepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTD K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT IOBPEAUTh WIH MOJHOCTbIO YHHUTOXHUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTo Obliia
3almylnieHa 3apaK€HHas Mporpamma, a TakXe NOBPEIUTh WU AaXe YHUUYTOKUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CilydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 NHTEPHET.

MGTOI[BI 3aIl0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Mcnonb3yil COBpeMEHHBIE ONEPAITMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. llocrossHHOo ycTtaHaBnuBail mnauth (UU(QPOBBIE 3aIUIaTKH, KOTOpPbBIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJIEHUS CBOEH ONEepalMOHHON cucTeMbl. CkaunBai UX TOJIBKO C OUIIMATBHOTO
caifra pa3paborunka OC. Ecnu cymecTByeT pexuM aBTOMaTH4E€CKOr0 OOHOBJICHUS,
BKJIIOYH €r0;

3. Pabotaii Ha cBoeM KOMMBIOTEpPE TMOJ TpaBaMU TOJIb30BATENsd, a HE
aIMUHUCTpATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMMm
VMHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. HWcrnonp3yld aHTUBHPYCHBIE TMPOTPAMMHBIC TIPOJYKTHI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;

5. Orpannub GU3NIECKUN JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHENITHUE HOCUTENTH MH(POPMAIIUU, TaKWe KaK (IIeriKa, TUCK Uit
¢aiin u3 uHTEpPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBali KOMMBIOTEpHBIC (DAMIIBI, TOJYYCHHBICE U3 HEHAIC)KHBIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HETO, OTIIPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 910 He BuJ nepeaadn JaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpPEH,
mapka. Eme B 1991 rony Humepianjackas KOMMaHHUS 3aperUCTpUpoOBalia OpeH[I
"WECA", uto o6o3Hauasio cnoBocouetanue "Wireless Fidelity", koTopsiii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".



Jlo Hamero BpeMeHu Joliia Jpyras abopeBuaTtypa, KOTopasi sIBIsS€TCS TaKOu
Ke TexHojiorueil. Oto abopeBmatypa "Wi-Fi". Takoe Ha3BaHue OBLUIO JIaHO C
HaMEKOM Ha CTaHJapT Bbicliel 3BykoBoi TexHuku Hi-Fi, yTo B mepeBojie o3Havaet
"BBICOKAsi TOYHOCTB .

Jla, OecriaTHBIM MHTEPHET-IOCTYH B Kade, OTEISIX M adpornopTax SBIISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXO/1a B HHTepHET. HO MHOTHE 3KCIIEPTHI CUNTAIOT, YTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€3011aCHOCTH pabOTHI B 00IIEe0CTYIHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOIO JMUHYIO HHGOpPMAIHIO Yepe3 obeaocTymHbie Wi-Fi
cetn. PaboTas B HUX, KeJlaTeIbHO HE BBOAMUTH MAPOJIU IOCTYIIA, JJOTHHBI U KaKue-
TO HOMEpa;

2. Ucnonb3yit u OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimtoun pynkiuto "OO6mmii noctyn K daiinam
u npuntepam". J[anHass (QyHKIMS 3aKpbiTa MO YMOJIYAaHHUIO, OJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe min yueoe;

4. He wucnonb3yit nyOnmunbii WI-FI ana nepemaun JUYHBIX JTaHHBIX,
HanpuMmep U1 BbIX0Ja B COLMAJIBHBIE CETU WJIA B AJIEKTPOHHYIO MOYTY;

5. Wcnonp3yit Toapko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOunbHOM Tenedone orkmoun (yHkiuio "lloakmoueane k Wi-Fi
apToMarnuecku". He momyckail aBTOMAaTMYE€CKOTO IMOJKIFOYEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

ConunajbHble CeTH

CounayibHbI€ CETH aKTUBHO BXOJST B HAIIly )KM3Hb, MHOTHE JIFOAU pabOTalOT U
JKUBYT TaM TIOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MULIAAP/]] YEIOBEK,
qTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE IT0JIb30BaTEIIN HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHas UMHU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HalJlcHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeNbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COIIMAIBHBIX CETAX:

1. Orpannub cucok apy3ei. Y 1e0s B Ipy3bsixX HE JOJKHO ObITh CITy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii CBor 4acTHYIO )KuU3Hb. He yka3biBail maposu, TenedoHsl, aapeca,
JIaTy TBOETO POXKJCHUS U IPYTYIO TUUHYI0 HH(OPMAIINIO. 37I0YMBIITUICHHUKH MOTYT



HUCIIOJIB30BaTh OaXKE€ I/IH(bOpMaI_II/IIO O TOM, KaK Tbl U TBOHW POAUTCIIA IIJIAHUPYCTC
IMPOBCCTHU KAHUKYJIbI,

3. 3anuimiail CBOIO penmyTaluio - IepKu €€ B UUCTOTE U 3a/1aBail cebe BOmpoc:
XOTesa Obl Thl, YTOOBI ApPyrHe MOJIb30BATENM BHUJEIH, YTO Thl 3arpykaelib?
[Tomymaii, mpesk/ie 9eM 4TOo-TO OIMyOJIMKOBATh, HATIMCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHUILb C JIOJbMHU, KOTOPBIX HE 3HAElIb, HE UCIOJIb3YH CBOE
peajgbHOe UMS U JIPYTYIO JUYHYIO MH(OpMAIUU: UMs, MECTO >KUTEJIbCTBA, MECTO
y4eObl U poyee;

5. N36erait pazmemenust gotorpaduii B MiaTepHere, rae Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPE/ICITUTH TBOE MECTOTIOJIOKEHHE;

6. HpI/I perucrpanuu B COHH&HBHOﬁ CCTHu HGO6XOIII/IMO HCIIOJIBb30BaTh CIOXKHBIC
MapoJjik, COCTOAIINC U3 6YKB )51 I_[H(l)p H C KOJIMYCCTBOM 3HAKOB HC MCHECC 8;

7. s coruanabHOM CETH, TIOUTHI U APYTUX CAaTOB HEOOXOIUMO UCIIOIb30BaTh
pasusbie naposi. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH TIOJIyYdaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DNEeKTpOHHBIE JEHBIM - 3TO OYE€Hb YAOOHBIM CHOCOO IUIATEXEH, OJHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TU JCHBTH.

9J’ICKTPOHHBI€ JCHBI'H ITOABHJINCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MTPOTHCAHO B 3aKOHE, TJIe UX
pa3zeaioT Ha HECKOIBKO BUOB - aHOHUMHBIC M HE aHOHUMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - ATO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH Omepanuu 0e3
UACHTU(UKAIINY TTOJIH30BATEIsI, @ B HCAHOHUMHBIX WIACHTU(GUKAITUS TTOTH30BaATEISA
SIBJISIETCS 00S3aTELHOM.

Takxke crnenyer pas3nuyaTh OAJEKTPOHHbIE (UATHBIE JE€HbIUM (paBHBI
rOCYAapCTBEHHBbIM BAaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBIM (HE pPaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHON padOTe C NEKTPOHHBIMU JIEHbAMU:

1. ITpuBsixku K cyeTy MOOUIIBHBIN TenedoH. ITO caMblil yAOOHBIN U OBICTPBIT
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. llpuBsizanHblil TenedoH MOMONKET, €CIH
3a0yJenib CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnone3yil onmHopa3oBble maponu. llocnme mepexoga Ha YCUIIEHHYIO
aBTOpHU3alMI0 TeOe yke He OyleT yrpoKaTh OMAaCHOCTh KpPakKM WM IepexBaTa



IIaTC)KHOI'O 11apOJIAd;

3. BeiOepu cinoxHblii napoiib. IlpectynHukam Oyner He MpOCTO yrajaaTh
CJIOKHBIM Maposib. HaxexHple maposm - 3T0 Maposu, KOTOPbIE CONEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOUHBIE U IPOIUCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (yHTa, BOCKJIMLATEIbHBIA 3HAK M T.IL
Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC JaHHBIC HA CaliTaX, KOTOPBHIM HE JOBEPSICIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TI0YTa - 3TO TEXHOJIOTUSI U MPENOCTABIAEMBIE €10 YCIYTH 0
MEePEChUIKE U MOJYYCHUIO 3JIEKTPOHHBIX COOOIICHUMN, KOTOPhIE paCIPENCIISIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO HIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISIUT
CJICAYIOIIMM 00pa3oM: UMsI_MOJIb30BaTENA(@WUM_JIoMeHa. Takke KpoMe repeaadu
MPOCTOr0 TEKCTAa, UMEETCS BO3MOXKHOCTh NIepeiaBaTh (hauJibl.

OCHOBHBIE COBETHI 110 O€30MACHON padOTe C ANEKTPOHHOMN MOYTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM TOYTOBBIM cepBUC. B uHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ TIOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBaii B TMYHOW MOYTE JIMYHYIO MH(popmauio. Hapumep, mydie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Ucnonb3yi ABYXATAMHYO aBTOPU3ALMIO. DTO KOT1a IOMUMO NapOJIsl HY>KHO
BBOAUTH KOJ, MPUChUIaEMbIA 0 SMS;

4. BeiOepu ClOXHBIN Mapoib. s KaK10ro Mo4YTOBOTrO SIIIMKA JOJKEH OBITh
CBOM HAJI€KHBIM, yCTOMYMBBIN K B3JIOMY NapOJb;

5. Ecmu ectb BO3MOXXHOCTH HalKWCaThb CaMOMYy CBOM JIMYHBINA BOIIPOC,
MCIOJIb3YH 3Ty BO3MOXHOCTB;

6. Mcnonb3yi HECKOIBKO MOYTOBBIX AMMKOB. [ [epBbIN 11 4aCTHOM NEPENUCKHU
C aJpecaTamMH, KOTOPBIM Tbl JOBEpSCHIb. JTO JJIEKTPOHHBIM aapec HE HaJIo
MCITIOJIb30BaTh IIPHU PETUCTPALMK HA (pOopyMax U calTax;

7. He oTkpbiBail Qailnbl U Apyrue BIOXKEHHS B MUCbMax, JaXe €CIU OHU
IOPUIIIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
Gbaiibl;

8. [Tocne okoHUaHWs1 pabOTHI HA IOYTOBOM CEPBUCE TIEPE]] 3aKPHITHEM BKIIAIKH
C cailToM He 3a0yab HaXXaTh Ha "BeiiiT".

Ku0epOyaimHr uiam BUPTyaJbHOE U3/1€BATEIbLCTBO



KubepOymiuar - npecie0BaHue COOOIIICHHUSAMMU, COJIepIKaIIUMHU
OCKOpPOJICHMUS, arpeccuio, 3alyrUBaHuUe; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00PHOE ¢ KHOESPOYIITMHTOM:

1. He 6pocaiics B 60it. JIydmuii croco6: MOCOBETOBAaThCS KaK ce0s BECTH H,
€ClId HEeT TOro, K KOMY MOXKHO OOpaTHThCS, TO BHadalleé YCIOKOUTHCA. Eciu ThI
HaYHEIIh OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJBKO emie OoJbIie
Pa3oXoKeITh KOH(IIUKT;

2. Yropapisii cBoei KubeppenyTaimei;

3. AHOHUMHOCTH B CETU MHHMas. CYIHGCTBYIOT CITOCOOBI BBIICHUTDL, KTO CTOHUT
34 AHOHUMHBIM dKKAYHTOM;

4. He crout BecTH XyJnUTaHCKUW o00pa3 BUPTyaJibHOW >ku3HU. MHTepHer
buKcUpyeT BCe TBOU JEHUCTBHS W COXpaHSICT UX. YJIUTh UX OyJeT KpaiHe
3aTPYyIHUTEIIBHO;

5. Cobunroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupyit enuHWYHBIM HeratuB. OIHOpPa30BBIE OCKOPOHUTEIHHBIC
COOOIIIEeHUsI TyUllle ITHOpUpOBaTh. OOBIYHO arpeccus MpeKkpalacTcss Ha HadaabHOU
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIEHUH C
OTIPEJICTICHHBIX a/IPECOB;

8. Ecnu Th1 cBuperens kubepOymnunra. TBou NEMCTBUS: BBICTYNHUTH MPOTUB
IpeciieioBaTess, IMOKa3aTb €My, 4YTO €ro JACHMCTBUS OLICHUBAIOTCS HETATUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKass TOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe arpecCUBHOTO MOBEJICHHS B CETH.

MooOuiabHbId TesedoH

CoBpemeHnHble cMapT(HOHBI U TUIAHIIETHI COJiepKaT B ce0e BIIOJIHE B3POCIIbII
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamu. OIHAKO, CPEJICTB 3aIUTHI IS IOJJOOHBIX YCTPOUCTB IMOKA OYEHb
MaJio. TecTupoBaHue U TOUCK YSI3BUMOCTEN B HUX MPOUCXOIUT HE TAK MHTEHCUBHO,
kak ju1s I1K, To ke caMoe kacaeTcss 1 MOOUIBHBIX TIPHIIOKSHUM.

CoBpeMeHHbIe MOOUITBHBIE Opay3ephl yiKe MPAKTHUECKH JIOTHAIA HACTOIbHBIC
aHaJIOTH, OJHAKO pacHmupeHue (yHKIMOHAIA BIJIEYET 3a CO0O0M OOJBIIYIO
CJ0>KHOCTb U MEHBIIIYIO 3aIIUIICHHOCTb.



I[aJ'IGKO HC BCC IIPOM3BOAMTCIIM BBIITYCKAIOT 06HOBHCHI/IH, 3daKPbIBAIOIIUC
KPUTHYCCKUEC YA3BUMOCTHU AJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIC COBETBI I 0e3011acHOCTH MOOMIIBHOT'O Teﬂe(i)OHa:

Hudyero He sBnsieTcs mo-HacTosieMy OecruiaTHeIM. Byas ocTtoposkeH, Bedb
Korja tebe mpenaraiT OecIIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO TUTATHBIC YCIYTH;

Hymaii, mpexie uem otnpaButb SMS, ¢hoTo miu Bu1€0. Thl TOUHO 3HAEIIb, TI€
OHU OyIyT B KOHEYHOM HTOTE?

Heo6xoaumo 0OHOBIIATH ONEPaIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsl MOOMJIBHBIX TENE(POHOB;

He 3arpyaii mpuiaoXeHHS OT HEHW3BECTHOTO HMCTOYHHKA, BEAb OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHE;

[locne Toro xak Thl BBIWJEUIb C CaidTa, TJ€ BBOAWI JUYHYIO HMH(OpMaLUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

[Teproaudeckn TpoBepsiii, KaKWe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMEPE;

JlaBaii cBOl HOMEp MOOWJIBHOrO Tele(poHa TOJIBKO JIOJSAM, KOTOPBIX TbI
3HACIllb U KOMY JIOBEpSEIIb;

Bluetooth nmomkeH ObITH BBIKIIOYEH, KOTJa Thl UM HE Mojb3yenibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsbi

CoBpeMeHHbIE OHJIAaH-UTPHI - ITO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,
OOBEUHSIONINE COTHU THICSY YEJIOBEK M0 BceMy MUPY. UTpOKH UCCIeNyIOT TaHHbII
UM MUD, OOIIAIOTCS JPYT C APYTOM, BBITIOJIHSIOT 33JJaHus, CPAXKAIOTCSI C MOHCTPaAMU
U TMOJYYaloT OMBIT. 32 YJOBOJICTBUE OHU IJIATAT: MOKYIAIOT AUCK, OMJIAYUBAIOT
a0OHEMEHT WJIN MPUOOPETAIOT KAKUE-TO OIIIIHH.

Bce atu cpeacTBa uayT Ha NojepKaHUE U PA3BUTHUE UTPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBl aBTOPU3AIINH, BHITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3aMIaTKU TSl POTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogo0HBIX HUTpax CTOUT OMacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIMN OOJBITHHCTBA
urp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HNI'pOBOI'0 aKKayHTa:



1. Ecniu npyroit urpok BeneT cels MIOXO0 WM CO3/AaeT Tebe HEempUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. HO)K&HYﬁCH AIMUHUCTPATOPAM HUI'PBI HAa INIOXOC IMOBCACHUC 3TOI'O UI'POKA,
KCJIATCIIbHO ITPHUJIIOKUTDb KaAKHUC-TO JOKA3aTCIbCTBA B BUIC CKPHUHOB,

3. He yka3piBail 1uuHy0 HH(OOpPMAIIUIO B podaiisie Urphl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIC TAPOJIH;

7. Jaxxe BO BpeMsi UTPbl HE CTOMT OTKIIFOYaTh aHTUBUpPYC. [loka ThI urpaenip,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJ/IHS YK€ HUKOTO HE yIUBHIIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA TEPEMECTUINCh B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCS "TIOOUMBIM" JIETIOM.

Tak mnosBWJIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIMHT,
rJIaBHas IIeJb KOTOPOTO COCTOMT B TONYYCHHUH KOH(HICHIMAIbHBIX JTaHHBIX
I0JIb30BATEJICH - IOTUHOB U mapoJiei. Ha anrmuiickoM si3bike phishing unraercs kak
¢ummnr (ot fishing - peioHas 10BJIs1, password - mapoJib).

OcHOBHBIE COBETHI TI0 00PHOE € (GUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecitu ThI 10/103peBaetiib, 4TO TBOSI aHKETA ObLIa
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOONIUTH aJMUHHUCTPATOpaM
pecypca 00 3TOM KakK MOKHO CKOpEe;

2. Ucnonw3yii Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-MarasuHoB U
ITOMCKOBEIX CHCTEM;

3. Hcnonp3yil cnokHble W pa3Hble Mapoiud. TakuMm oOpaszoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu Te6s1 B3J10MaJH, TO HEOOXOIUMO MPEAYTPEIUTH BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T00aBJIEHBI y T€OS B APY3bsiX, O TOM, UTO T€Os B3JIOMAJIK M, BO3SMOXKHO, OT
TBOETO UMEHHM OyJIeT PacChUIAThCA CIIaM U CCHUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MoOMIBHBIN TenedOH;
6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpeiBail (ailibl U Jpyrue BIIOKEHHUsS B NUCbMax, JaK€ €CIU OHU



MPUILTA OT TBOWX Apy3eld. Jlydie yTouHw y HUX, OTIPABISIIN JIM OHH TeOe ITH
(haitibl.

Mudposas penyramus

[Mu¢posast penytanus - 3TO HETaTUBHAS WIM ITO3UTUBHASA HH(OPMALIUS B CETU
o tebe. Kommpomerupyromass nHpopManus, pasMeIIeHHas B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThcs Ha TBoeW peanbHOU ku3HH. "Lludposas
pemyTaius” - 3T0 TBOM UMUK, KOTOPbI (hopmupyeTcs u3 uHPopMauu o Tede B
UHTEPHETE.

TBOE MeCTO KUTEILCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH
XapaKTepa U PaccKas3bl 0 OJM3KUX - BCE 3TO HAKAIUINBAETCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIIEHHO OTHOCATCA K NYOJIMKaUUd JUYHOU
uH(popmanuu B MHTEpHETE, HE MOHKMMAsE BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEITb J0TafaThcsi 0 ToM, 4yTo doTorpadus, pa3MeileHHas 5 JIeT Ha3aj, cTaja
NPUYUHON OTKA3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pazmenieHue TBoux GoTorpaguii U pyrue 1ecTBUs MOTYT HE
MCYE3HYTh JaXe MOCIIE TOT0, KaK Thl X YAAIUIIb. Thl HE 3HACIIb, KTO COXPAaHWII 3Ty
uH(pOpMaIKIO, MOMaja JM OHAa B MOUCKOBBIE CUCTEMBI U COXPAHMWJIACH JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O T€O€ OKPYKAIOIIUE JIFOAN, KOTOPhIE HANAYT U YBUIAT
3T0. HaiiTn uHdOpMalo MHOTo JIeT CIYyCTS CMOXKET JII0OOH - Kak M3 J0OpbIX
noOyKJIeHUH, TaK U C HAMEPEHUEM IPUYUHUTH Bpel. DTO MOXKET ObITh KTO YT'OJTHO.

OcHOBHBIE COBETHI 0 3aIIUTE UPPOBOH pEITyTaIUU:

1. ITomymaii, mpexae yeM 4To-To MyOJMKOBATh U MepeaBarh y cedst B Omore
WA B COIMAJILHOM CETH;

2. B mnactpoiikax mnpo¢uis yCTaHOBH OTPpaHUYEHHUS HA MPOCMOTP TBOETO
pouIIs U €ro COAEP>KUMOTO, CAENAN ero TOIBKO "1JIs Apy3en';

3. He pa3memaii 1 He yka3bpiBail HH(POpPMAIIUIO, KOTOpask MOXKET KOTro-JIM0o
OCKOPOJIATH MJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE NIKOJbHUKH - AaKTUBHBIE TIOJIb30BaTeNd  HU(PPOBOTO
npocTtpancTBa. OgHAKO JajleKo HE BCE 3HAIOT, YTO IMOJH30BAHWE MHOTHUMU
BO3MOXHOCTSIMH  Iu(ppoBoro  Mupa  TpebyeT coOmomeHuss TpaB  Ha
MHTEIJICKTYyallbHYI0 COOCTBEHHOCTb.

TepmuHn "WHTEIUIEKTyalibHasi COOCTBEHHOCTBH'" OTHOCUTCA K Pa3IuYHBIM
TBOPEHUSIM YEJIOBEUECKOTO yMa, HadyuHasg C HOBBIX H300pETEHHMI W 3HAKOB,
0003HaYaroMKX COOCTBEHHOCTh HAa MPOJIYKTHI M YCIYTH, U 3aKaHYMBasi KHUTAMU,



¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU ITPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpPaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTbh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKYCCTBA. ABTOPCKHE IPAaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYyaJIbHBIN/TBOPUYECKUI TPYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeAJIMBbIE BO3MOXHOCTM 3apaloTarh Ha
pe3ysibTaTax CBOEr0 TpyAd, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIHPOHU3BOAWTH €r0  IPOU3BEACHHE,
pacnpocTpaHsATh, MyOJIUYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHUPOBATH,
nycKaTb B MPOKAaT, MyOJIMYHO MCIIOJNHATH, NOKA3bIBATh/UCIOIHATh B IPUPE WUIH
pasmemats B MHTEpHETE.

Hcnonbs3oBanue "muparckoro” nporpaMMHOIO 0OECIEYEHHUS] MOKET PUBECTH
K MHOTMM PHUCKaM: OT IMOTEPHU AAHHBIX K TBOMM aKKayHTam J0 OJOKUPOBKH TBOETO
YCTpOMCTBA, TI€ yCTAHOBJIEHA HEJlerabHas nporpamma. He crout Takxke 3a0bIBaTh,
YTO CYHIECTBYIOT JIETAJIbHBIE U OECIUIATHBIE TPOTrPaMMBbl, KOTOPHIE MOKHO HAaWTH B
CETH.

O nopraJe

CeteBU4OK.p( - TBOI IJIaBHBIN COBETYUK B CETHU. 3/1€CH Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETH TMOHSATHBIM M JIOCTYIIHBIM SI3bIKOM, a MIPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOPAaTUTHCS 3a COBETOM. A TaKXe IMPUHATH y4yacTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



