ITAMSITKA JJI51 OBYYAIOIIUXCH Ob _
NHOOPMAINUOHHOU BE3OIMTACHOCTH AETEA

HEJIb351

1. Bcem moapsn cooOmark cBO0 4yacTHYI0 uHpOpManuo (Hactosmme uMs, Gpamuiuio, TenedoH,
ajipec, HOMep IIKOJIbI, a TaKke (GoTorpaduu CBOM, CBOCH CEMbHU U JIpy3ei);

2. OTKpbIBaTh BIOXKEHHBIE (DAilJIbl AJIEKTPOHHON TOYTHI, KOT/Ia HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuts, npuaupathesi, OKa3bIBaTh JABJICHHUE - BECTH c€0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopsiokaiicst JeHbIaMHU TBOEH CeMbH 0€3 pa3pelieHHs] CTapIliuX - BCErJa CIpaminBai
poauTeneu;

5. He Bcrpeuwaiics ¢ IHTEpHET-3HAKOMBIMH B PEaIbHOM JKM3HHU - IIOCOBETYMCS CO B3pOCIIBIM,
KOTOPOMY JIOBEPSICILb.

OCTOPOKHO

1. He Bce mumryt npaBay. Yuraems o cebe Henpapay B MHTepHeTe - coo0mM 00 3TOM CBOUM
POAMTEIISIM WA ONIEKYHAM;

2. llpurnamaroT nepenuchiBaThCsl, MTPaTh, 0OMEHUBATHCS - IIPOBEPH, HET JIU MO/IBOXA;
3. He3zakonHoe konupoBanue ¢aiiioB B UHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIbIM O TTpoOJIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. Vcnonb3yit HacTpoiiku 0€30MacHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSITh CBOM aKKAyHTHI B
COLICETSAX U IPYIHX NOpTalax.

MO’KHO

1. VBaxail Ipyrux noJjib30BaTelIei;
2. Ilonp3yenibcst IHTEpHET-UCTOUHUKOM - JI€ail CCBUIKY Ha HETO;
3. OTKpBIBaii TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6maThCs 3a TOMOIIBIO B3POCIBIM - POAUTENH, OMEKYHBI U aIMUHHUCTPAIIS CATOB BCET/Ia
MOMOTYT;

5. IIpoitnn oOyuenune Ha caiite "CeTeBUUOK" M MOTYYH MACTIOPT MUPPOBOTO TPpaKIaHNHA!

Ipunoowcenue N 2

NHOOPMAILINOHHASA NTAMATKA JJIA
OBYYAIOIIUXCA A PASMEHIEHUS HA
OOUIHNAJIBHBIX HTHTEPHET-PECYPCAX

C KaKIbIM I'OAOM MOJIOACKHU B UHTCPHCTC CTAHOBUTLCA 60JILH_I€, a IIKOJIbHUKKW OJHHU U3 CaMbIX



aKTUBHBIX I0JIb30BaTene Pynera. Mexy Tem, IOMUMO OIPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
UHTEpHET HeceT U poOeMbl. JTa MaMATKa J0JKHA TOMOYb TeOe 0€301MacHO HaXOAUThCS B CETH.

KomnbrorepHbie BUPYCHI

KoMnbroTepHslii BUpPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOTpaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISI€TCSI CIIOCOOHOCTh K pa3sMHOXKEHHI0. B pomnoiHeHue K 3TOMY,
BUPYCHI MOT'YT MTOBPEAUTDH WM TOJTHOCTBIO YHUUYTOXXUTH BCe (DaisIbl U TaHHBIE, TOJAKOHTPOJILHBIC
I0JIb30BATENI0, OT UMEHH KOTOPOTro ObUIA 3allyllieHa 3apa)KeHHas IporpaMma, a TaKkKe OBPEAUTh
WIN J1a)Ke€ YHUYTOXXUTH ONEPAIMOHHYIO CHCTEMY CO BceMH (hailiamu B 11esioM. B OonbIMHCTBE
CJIy4aeB paclpOCTPAHSAIOTCS BUPYCHI Y€PE3 UHTEPHET.

MGTOHBI 3alIUTBI OT BPCAOHOCHLIX ITPOTpaMM:

1. Vcnionib3yii cCOBpeMEeHHBIE OTIEPALIMOHHBIE CUCTEMBbI, UMEIOIINE CEPhE3HBIA YPOBEHB 3AIUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. IlocrosHHO ycTaHaBnMBail mnayTd (UM(QPOBBIE 3aIlIaTKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHaBJIMBAIOTCS C 1IEJIbI0 TOPAOOTKH ITPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOEH ONepallnOHHON
cucteMbl. CkauuBail UX TOJIBKO ¢ oduimanbHoro caira paspadorunka OC. Ecnu cyiectByer
PEKUM aBTOMATUYECKOI0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTCPE 1104 IIpaBaMU I10JIb30BATCIIA, @ HC aAMHUHUCTpPATOpPA. 9T0 HE
ITO3BOJIUT 6OJII)HII/IHCTBy BPCAOHOCHBIX IMPOTrpaMM HMHCTAJUIMPOBATHCA HAa TBOCM ICPCOHAIBHOM
KOMIIBIOTEPC,

4. Vcnonb3yil aHTUBUPYCHbIE NPOTPaMMHBIE MPOAYKTbl H3BECTHBIX IPOU3BOAUTEIEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBXOTCPY AJIA IOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHENIHME HOCUTENM HWH(pOpMaluu, Takue Kak (uemka, AUCK uiau Qailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIBbIOTEpHBIE (hallIbl, TOJyYEHHBIE U3 HEHA/EKHBIX HUCTOYHHMKOB. [laxke Te
(aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydilie yTouHM y HEro, OTIPaBJISI JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi1 - 3T0 He BUJ nepenayu JaHHBIX, HE TEXHOJIOTHUSA, a BCETO JIUIb OpeHa, mapka. Emre B 1991
rofly HHJEpiaHJICKas KommaHusi 3apeructpupoBaia Opena "WECA", dro o6o3Havano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoguTCs Kak "O0ecrpoBoIHast TOYHOCTH .

Jlo Hamero BpeMeHHM Jouuia apyras abOpeBuarypa, KOTopas SBISETCS TaKOW e TeXHOJIOTHUEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO ¢ HAMEKOM Ha CTaHJAPT BBICIIEH
3BykoBo# TexHuku Hi-Fi, uto B mepeBosie 03Ha4yaeT "BbICOKas TOYHOCTH'.

Ja, OecrniaTHBII HMHTEpPHET-IOCTYN B Kade, OTENsIX M a’dponopTax sSBISETCS OTINYHOM
BO3MO>KHOCTBIO BbIX0/1a B UHTepHET. Ho MHOTHE 3KCTepThl cuuTaroT, 4to odmenoctynubie Wi-Fi
CEeTHU He ABISIOTCS 0€30MacCHBIMHU.

CogeTsl 110 0€301acHOCTH PabOTHI B 001IET0CTYHBIX ceTax Wi-fi:

1. He mepenaaii cBoro TuuHyt0 HHMopmalmio uepes odmenoctymnubie Wi-Fi cetn. Pabortast B HuX,
JKCJIATCIIbHO HC BBOJAUTD MAPOJIA JOCTYIIA, JIOTUHBI 1 KAKHUC-TO HOMCEPA,

2. Ucnonws3yit u OOHOBISIE aHTHBUPYCHBIE NporpaMmbl U OpanHamayep. Tem cambIiM Th



o0e3omacuiib ceds 0T 3aKaYKU BUpPyca Ha TBOE YCTPOICTBO;

3. IIpu ucnonwszoBanuu Wi-Fi orxmroun gyraknuro "OOmmii goctyn K ¢aiinaMm u npuHtepam’.
JanHas QyHKIHS 3aKphITa 10 YMOJIYAHHIO, OJTHAKO HEKOTOPBIE ITOJIb30BATEIIN aKTHBUPYIOT €€ IS
y1o0CTBa UCIOIB30BaHMA B paboTe uiu yueoe;

4. He ucnons3yi nyosmunbiii WI-FI 11 mepenaym JTMUHBIX JaHHBIX, HAllpUMEp JJIS BBIXO/A B
COIMAJIbHBIE CETH MJIM B DJIEKTPOHHYIO MOUTY;

5. Ucnonb3yit Toapko 3amuiieHHoe coeaunenue uepe3 HTTPS, a e HTTP, 1.e. npu Habope BeO-
anpeca BBoau umeHHo "https://";

6. B moOunpHOM Tenedone otkmoun ¢yHkiuio "Tlogkmouenne k Wi-Fi aBromatndecku". He
JIOITyCKali aBTOMaTHYECKOTO MOIKIIFOYEHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coriacws.

CoununajabHbIe ceTH

ConuanbHble CETH aKTMBHO BXOJST B Hallly *XU3Hb, MHOTHME JIIOAU pabOTalOT U KUBYT Tam
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUILTHAp] YEJIOBEK, YTO SIBJISIETCS OIHOM
CeIbMOI BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTO/IHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO O€30MAaCHOCTH B COIIMaJIbHBIX CCTAX:

1. Orpanunub cnucok Jpy3eil. Y TeOs B Apy3bsiX HE JOKHO OBITh CIydalHBIX U HE3HAKOMBIX
JIIOJIEH

2. 3ammmail cBOIO 4yacTHyIO >kM3Hb. He ykasbiBail mapoinu, TenedoHsbl, ajapeca, AaTy TBOETro
POXIEHUS U APYTyH JHWYHYIO WH(GOpMalMio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE POBECTU KAaHUKYJIBI;

3. 3amuinail CBOO peryTaIuio - JepXkKH ee B YMCTOTe U 3a/1aBail cebe Bonpoc: XOTel Obl Thl, YTOObI
JIpyrue TOojb30BaTeId BHUAETH, 4YTO Thl 3arpyxaems? Ilogymaii, mpexie dYeMm 4TO-TO
OIyOJIMKOBATh, HAIIUCATD U 3aTPY3UTh;

4. Ecniu Tl TOBOpULIb C JIIOJBMHU, KOTOPBIX HE 3Ha€lllb, HE UCIOJb3Yil CBOE peaJlbHOE UMsS U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U IpoYee;

5. U30eraii pa3memienust ¢otorpaduit B MHTEepHeTe, rne Thl M300pa’keH HA MECTHOCTH, IO
KOTOPOM MO>KHO OIIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Tlpu peructpanuu B COIMAIBLHON CETH HEOOXOAUMO UCIOIB30BaTh CIOXHBIC IAPOIH,
cocTosmue u3 OykB v QP U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. J1ns conpanbHOM ceTH, MOYThl M JPYTUX CaiTOB HEOOXOAMMO HCIIOJIb30BATh Pa3HbIE MMapOIH.
Torna ecnu €651 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH OIYy4aT JOCTYII TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpasy.

BJICKTI)OHHI)IC HCHbI'H

DNEKTPOHHBIE IEHBIH - 3TO OY€Hb YI0OHBIIN CIOCO0 MIaTeXel, 0JHAKO CYIIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTAT MOJIYYUTh 3THU JIECHBIU.

SJ'IGKTpOHHI)Ie JCHBI'M TIOABUJIMCh COBCEM HCIAABHO MW HWMCEHHO H3-3a 3TOT'O0O BO MHOI'HMX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHu (yHKIMOHHMPYIOT M O HUX YK€ MPOMHUCAHO B 3aKOHE, TJI€ MX pa3AeisioT Ha



HCCKOJBKO BHUJOB - aHOHMMHBIC U HC aHOHUMHBIC. PaSHI/ILIa B TOM, YTO aHOHHMHBIC - OTO TC, B
KOTOPBIX paspeiiacTca IMPOBOAWUTH OICpanun oe3 I/I,HCHTI/I(I)I/IKaLII/II/I IIOJI30BaTCiIsA, a B
HCaHOHUMHBIX I/II[eHTI/I(bI/IKaLII/I}I [I0JIb30BATEIIs ABIISICTCS 00s3aTCIILHOM.

Taxoke cieayer pa3indarh JMEKTPOHHBIC (PUATHBIE IEHBIH (PAaBHBI TOCYIaPCTBEHHBIM BaJIIOTAM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBI'M (HE paBHBI TOCYAApCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 10 O€30MAaCHOH paboTe € ANEKTPOHHBIMH JCHbIaMH:

1. TlpuBssku K cuery MOOWIBHBIA TeneoH. DTO camMblii YHOOHBI M OBICTPBIA CcHOCOO
BOCCTAaHOBHUTH JOCTYNl K cueTy. llpuBsi3aHHBI TeneOH IMOMOXET, eclu 3alyaenib CBOM
IJIATEKHBIN IMapOJIb WU 3aiEIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit oqHopazoBele napoiu. [locie nepexoia Ha YCHIIEHHYIO aBTOPU3ALIMIO TeOe yKe He
OyJIeT yrpokaTh OMAaCHOCTh KPaXKH WM MepexBaTa IIaTeKHOTO MapoJis;

3. Bribepu cnoxsblii mapoins. [IpecTymHukam OyneT HE MPOCTO yraiaTh CIOXKHBIN Mapoib.
HanexHble maponu - 3T0 Mapoju, KOTOpbIE COAEP)KaT He MEHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U MPOTIUCHBIE OYKBBI, U PHI U HECKOJIEKO CHMBOJIOB, TAKHE KaK 3HAK JoJuiapa, GpyHra,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPBIM HE J10BEPSEILb.

DJIeKTPOHHASA MOYTA

OJeKTpOHHAsl IOYTa - 3TO TEXHOJIOTUS M IPEIOCTaBISIEMble €K YCIYrd IO HEepechUIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIIEHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ AJIEKTPOHHBIM  MOYTOBBIM  SAIMK  BBIJISIAUT  CIEAYIOLIUM obpazom:
UMs_TIOJIb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme TIepefadyd MpOCTOro TEKCTa, HMeEeTCs
BO3MOYKHOCTb IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ INEKTPOHHOU MOUTOM:

1. Hago BBIOpaTh mnpaBUIIbHBIA IOYTOBBIM cepBHC. B HHTepHETE ecThb OrpPOMHBIM BBIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydlle JOBEPSTh TEM, KOTO 3Haellb U KTO MEpBBIH B
peuTHHrE;

2. He ykaspiBail B JMYHOW mouTe JIMuYHYl uH(popmanuioo. Hampumep, nydiie BbIOpaTh
"My3bIKasbHbIN _(paHaTt@" uwiun "pokx2013" Bmecto "temal3";

3. Vcnonb3yil ABYXATAHYI0 aBTOPU3ALMIO. DTO KOI/Ia IOMHUMO IapoJisi HYHO BBOAMTH KOJ,
npucbUIaeMblil mo SMS;

4. Beibepu CI0KHBIN Tapodib. JJIsT KaXKI0TO MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAJEKHBIMH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5. Ecmm ectb BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIPOC, HCHOJB3YH 3Ty
BO3MOYKHOCTE;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBBIii [UIsl 4aCTHON MEPENUCKH C agpecaTamy,
KOTOPBIM ThI JIOBEPSEIIb. DTO NEKTPOHHBIN aJipec He Ha/I0 HUCII0JIb30BaTh MPU pEerucTpaiiy Ha
dopymax u caiitax;

7. He oTkpbIBaii aiisibl ¥ ApyTUe BIOKEHUS B MMCbMaXx, Jake €CIM OHU NMPUIILIU OT TBOUX ApPY3eHl.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (ailibl;

8. Ilocne okoHuaHUs: pabOTHI HA MOYTOBOM CEPBHUCE MEpe]l 3aKPHITHUEM BKJIAJKU C CANTOM HE
3a0yap HaxXaTh Ha "BeiidTu".



KunoepOy/JIMHT WJIM BUPTYaJibHOE M3/1€BaTEJILCTBO

KubepOymiuHr - mnpecienoBaHHe COOOMICHUSMH, COJEPKAIIUMH OCKOPOJIEHHs, arpeccuio,
3aIyTUBAHKE; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHKME C TMOMONIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 OOpPKOE C KHOEPOYILTUHTOM:

1. He 6pocaiics B 60#. Jlyummii crioco0: mMOCOBETOBATHLCS KaK ce0st BECTU H, €CITU HET TOTO, K KOMY
MOYKHO OOpaTHThCS, TO BHAYaJe yCIOKOUTHCS. ECITU ThI HAUHEIb OTBEYATh OCKOPOJICHUSIMHU Ha
OCKOpOJIEHUSI, TO TOJBKO €Ille OOJIbIIE PAa30XIKEITh KOH(DIHUKT;

2. Yrpagisii cBoel KubeppenyTaimei;

3. AHOHMMHOCTb B ceTd MHUMas. CyIleCTBYIOT CIIOCOOB! BBIICHUTb, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJIMTaHCKUI 00pa3 BUPTyalIbHOH XKH3HH. MIHTEpHET (UKCUPYET BCE TBOM
JeMCTBUS M COXpaHAET UX. Y JauTh UX OyIeT KpaiHe 3aTpyIHUTENIbHO;

5. Cobmro1ali CBOXO BUPTYaILHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuyHbli HeraTuB. OJHOPA30BbIE OCKOPOWUTENBHBIE COOOLICHHS JydIle
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yajlbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIIEHUSIMHU, B COIIMATBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPeIeICHHBIX aIpecoB;

8. Ecnu ThI cBuaeTens kuOepOymiauHra. TBou NeicTBUSA: BBICTYIHUTh HMPOTUB INpeciieoBaTes,
MO0Ka3aTh €MY, YTO €ro JeHCTBUS OLEHUBAIOTCS HETaTUBHO, MOAEPKATh KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKasi ITOMOII[b, COOOLIUTH B3POCIBIM O (haKTe arpeCCUBHOIO OBEJICHUS B CETH.

MoOuibHbIN TeJ1ePOH

CoBpeMeHHbIe cMapT(HOHBI U IUIAHILIETH COAEpKaT B ce0e BIIOJIHE B3pOCIHbIH (YHKIHOHAM, U
TeNnepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHApHBIMM KoMIbloTepamu. OjHaKo, CpelacTB
3aLUTHI JJ1s1 TOAOOHBIX YCTPOUCTB MOKA OUY€Hb Majlo. TecTupoBaHUE U MOUCK YSI3BUMOCTEN B HUX
IIPOMCXOIUT HE TaK MHTEHCUBHO, Kak Juist [1K, To sxe camoe kacaercss 1 MOOMIIBHBIX MTPHIIOKEHUH.

CoBpemeHHbIE MOOUITEHBIE Opay3ephl yKe MPAKTUYECKU JOTHAIH HACTOJbHBIE aHATIOTH, OJJHAKO
pacuupere GyHKIIMOHAIA BI€UET 32 COO0N OOJIBIIYIO CJIOKHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

llaneKo HE BCC TMPOU3ZBOAUTCIIN BBIITYCKAIOT O6HOBJ’IeHI/I$[, 3aKpBIBAOIINE KPUTUYCCKUC
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI /sl 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He sBmsieTcss mo-HacTosAmeMy OecruiaTHbIM. byas ocToposkeH, Beap Korga Tebe
npearaT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO TUIATHBIE YCIIYTH;

Jymaii, npexxae yem otnpaBuTh SMS, ¢oto mnm Buaeo. Tl TOUHO 3HAElIb, I7I€ OHU OyIyT B
KOHEYHOM HUTOre?

Heo6x0a1Mo 06HOBIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnonb3yit aHTUBUPYCHBIE TPOrpaMMBbI JIIs1 MOOUJIBHBIX TENE(OHOB;

He 3arpyxail mnpuioxeHuss OT HEH3BECTHOTO HCTOYHUKA, BEAb OHH MOTYT COAEpXKaTb
BPEIOHOCHOE MPOrpaMMHOE 00ecIIeUeHuE;



[Tocne Toro kKak Thl BBIHACHIL C caiiTa, TJI€ BBOJMII JIMYHYIO MH(OpMAIHIO, 3aiiI1 B HACTPOIKHU
Opaysepa u ynanu cookies;

HCpI/IO,I[I/ILIeCKI/I HpOBepﬂﬁ, KaKH€ IUIaTHBIC YCIYI'd aKTUBHUPOBAHbI HA TBOEM HOMEPE,

JaBaii cBoii HOMEp MOOWIBHOTO TenedoHa TOJNBKO JIOASM, KOTOPBIX THI 3HACHIb M KOMY
JIOBEpsIeLlb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl MM HE MOJb3yenibcs. He 3a0biBaii mHOTIA
MIPOBEPSITH 3TO.

Online urpsl

COBpeMeHHHe OHHaﬁH-HprI - OTO KpPaCOYHBIC, 3aXBaTbIBAOIIUC PA3BJICYCHU, O6’beI[I/IH$IIOH_II/I€
COTHHU TBICAY YCJIOBCK I10 BCEMY MHDPY. I/IFpOKI/I HCCICAYIOT I[aHHLIﬁ UM MHUD, O6IJ_[8.IOTC$I Apyr C
APYrom, BBIIOJHAKOT 3a/IaHUsA, CPAKAIOTCSA C MOHCTpPAMHU U ITOJTY4arOT OIIBIT. 3a YAOBOJBCTBUC OHHU
IJIaTAT: IMMOKYHAKT AUCK, OIIaYUBAIOT a0OHEMEHT WU HpI/IO6peTaIOT KaKHuC-TO OIILHH.

Bce atu cpeactBa uAyT Ha MoJJepKaHUE W PA3BUTHE UIPHI, a TaKXKe HA caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CHCTEMbI aBTOPHU3AIlMH, BBITYCKAIOTCS HOBBIC MaTdd (IIU(QPOBBIC 3aIUIaTKU
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT oOIacaTbCA HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXH TBOCTO
mapoJrsi, Ha KOTOPOM OCHOBAaHA CUCTCMA aBTOpU3all1 0OIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok BepeT celst TII0OXO MM co37aeT TeOe HEeMPHUITHOCTH, 3a0J0OKHPYH ero B
CIIMCKE UTPOKOB;

2. HO)KB.JIYI\/’ICSI AIMUHHUCTpATOpPAM HUTIPbI Ha IIJIOXOC MOBCACHUC I3TOTO HI'POKA, KEJIIATCIBHO
MMPUIIOKUTH KAKHUC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He yka3bIBaii TnuHy0 HHPOPMALIUIO B Tpodaiine urpsl;
4. YBaxkall Ipyrux y4acTHHUKOB II0 UIDE;

5. He ycranaBnuBaii HeopuIMaIbHbIE TATYH U MOJIBI;

6. Mcnonp3yil clokHbIE U pa3Hble MapoJy;

7. Z[axce BO BpCMs UTPBI HE CTOUT OTKIIFOYATh aHTUBUPYC. IToka TBI HUrpacuib, TBOM KOMIIBIOTEP
MOT'YT 3apa3uThb.

@OUIIMHT WJIH Kpaika JUIHBbIX JaHHbIX

OOBIUHON KpaXked JeHEer W JIOKYMEHTOB CEroJlHS YK€ HUKOTO HE YAWBHUIIL, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBILUICHHUKH TEPEMECTHIINCh B HWHTEPHET, W MPOAOCKAIOT
3aHUMAaTbCA "ITFOOUMBIM" JI€JIOM.

Tak mosiBuIach HOBask yrpo3a: HHTEPHET-MOILIEHHNYECTBA WM (UIIMHT, TJIaBHas 1eJlb KOTOPOTro
COCTOUT B MOJYYEHUH KOH(HUACHIMAIBHBIX JAHHBIX IMOJIb30BATENeH - TOTMHOB U maposieil. Ha
aHrnuiickom si3pike phishing unrtaercs xak ¢umuHr (ot fishing - peiOHas noBus, password -
11apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITMHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Ecim Thl momo3peBaenib, 4YTO TBOSI aHKETa ObUIA B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM KaK MOXHO



cKopee;
2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YHCIIE, NHTEPHET-MAra3uHOB U MTOMCKOBBIX CHCTEM;

3. Hcnonw3yil cioxHble W paszHble Mapoiau. TakuMm oOpa3om, ecid TeOs B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKHU TIOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4. Ecau Te0si B3JIOMalM, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
N00aBJIeHBI Y T€OS B APY3bSAX, O TOM, YTO T€OS B3JIOMAJIH U, BO3SMOXKHO, OT TBOEI0 UMEHH OyJIeT
pacchlIaThCs CIaM M CChUIKH Ha (PUITMHTOBBIE CAMTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOUITBEHBIN TenedoH;
6. OTKIIIOYHM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpbIBaii (hailsibl ¥ Ipyrue BIOKEHHS B TUCbMaX, 1aKe €CJIM OHH MPUIILIIH OT TBOUX JIPY3EH.
Jly4ie yTOYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

IHudposas penyranus

[Mu¢poBast penyrauusi - 3TO HEraTUBHAs WIM NO3UTHBHas MH(popManus B ceTH o TeOde.
Komnpomerupyromas nHpopmanus, pasMelieHHas B MHTEPHETE, MOXET Cepbe3HbIM 00pa3zoM
OTpa3uThCs HA TBOEU peasibHOM xu3HU. "LludpoBas penyranusa" - 3T0 TBOW UMHIK, KOTOPBIN
dbopmupyercs u3 uHpopMaluu o Tebe B UHTEPHETE.

TBOE MECTO KHUTENbCTBA, yueObl, TBOE (DMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTU XapakTepa U
pacckasbl O OJM3KHUX - BCE 9TO HAKAIUINBACTCS B CETH.

MHorue mnoJIpOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyOJIMKalMM JUYHOW HMHPOpMaLUU B
WuTepHere, HE MOHMMAsi BO3MOKHBIX MOCIeICTBUM. ThI 1axke HE CMOKEIIb J0ralaThCs O TOM, U4TO
¢dororpadus, pazMerieHHas 5 eT Ha3aj, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazMenienre TBoux Gororpaduili u apyrue AelcTBUS MOTYT HE UCUE3HYTh Jlaxke
1I0CJIE TOT0, KaK Thl UX yJanuilb. Thl HE 3HAEIIb, KTO COXPaHUI 3TY HH(OpPMAIIHIO, TIONaJIa JIK OHA
B IIOMCKOBBIE CCTEMBI U COXPAaHWJIACh JIU OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYyKarolIye
JFO/IM, KOTOPbIe HAUAYT M YBUAAT 3T0. HaliTn mHpOpMaInio MHOTO JIET CIYCTS] CMOXKET J1H000i1 -
KaK 13 100pbIX NOOYKIEHHH, TaK M C HAMEPEHUEM TPUUHUHUTE Bpea. DTO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTanuu:

1. ITorymait, mpexxJie 4yeM 4To-To MyOJIMKOBaTh U NepeaaBarh y ceOs B O10re Wi B COLMATbHON
CeTH;

2. B mnacrtpoiikax npo¢uisi yCTaHOBM OTIpaHMYEHHsS Ha IMPOCMOTP TBOETo NpOouUiIs U €ro
COJIEP’)KUMOT0, CIIENal ero TOJbKO "UIsl Ipy3en';

3. He pa3memiaii u He ykaspiBail HHGOPMAIIMIO, KOTOPash MOXKET KOTO-THOO0 OCKOPOJATH WIIN
00MXKaTh.

ABTOpPCKOE MPaBo

CoBpeMeHHBbIE IKOIbHUKHY - aKTUBHBIE ITOJIb30BaTeNH IU(PPOBOTo NMpocTpaHcTBa. OJHAKO JTAIEKO
HE BCE 3HAIOT, YTO TMOJb30BAHHE MHOTUMH BO3MOKHOCTSIMH IIM(PPOBOTO MHpa TpedyeT
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

Tepmun "HHTEIEKTyaJdbHas COOCTBEHHOCTb" OTHOCHTCS K pa3jIMYHBIM  TBOPEHHUSAM
YEJI0BEUECKOr0 yMa, HauMHAas ¢ HOBBIX M300pPETeHUI M 3HAKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUramu, QotorpadusiMu, KUHOQWIBMaMH U



MY3bIKaJIbHBIMHA ITPOU3BCACHUSIMU.

ABTOpCKHE IIpaBa - 3TO [paBa Ha UHTEIJIEKTYaJbHYIO COOCTBEHHOCTh Ha IPOM3BEIECHUS HAYKHU,
JUTEPaTyppl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE IapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHBIM, JacT €My CIIpaBeIJIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3y/ibTaTaxX CBOEro TPy/a, HOJYYUTh U3BECTHOCTb U NPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 IMPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBaTh, IPOAABATh, HWMIOPTHPOBATH, IyCKaTb B IPOKAT, MyOJINYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIONIHATD B AHpe Wi pazmemaTs B IHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOTo oOecreueHusl MOKeT IPUBECTH K MHOTHM PUCKaM:
OT MOTEPH JAaHHBIX K TBOMM aKKayHTaMm J10 OJOKHPOBKH TBOETO YCTPOWCTBA, IJ€ YCTaHOBJICHA
HeseranbHas nmporpamma. He ctout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHbBIC U OeCILIaTHBIC
MIPOrpaMMbl, KOTOPbIE MOXXHO HANTH B CETH.

O nmopraJe

CeteBnuOK.p¢ - TBOH INIaBHBIH COBETYMK B CETU. 371€Ch Thl MOXKeEIb y3HaTh O 0€30IaCHOCTU B
CeTH TIOHATHBIM M JIOCTYHHBIM S$I3BIKOM, a IPH BO3HUKHOBEHHWH KPUTHYECKOW CHTYaIHH
00paTUTHCS 3a COBETOM. A TaK)Ke NPUHSATH ydyacTHE B KOHKYpCaxX M CTaTh CaMbIM IU(POBHIM
rpaxxaaHuHOM!



